 SPECIFIKACIA PARTUA 1

Nabavka usluge
licenciranja(trajna)za virtuelni
zastitni sigurnosni sistem

vCPU podrzano (Minimum ) :1

Storage Support (Minimum) :32 GB /

Virtual Domains — Konteksta): 5

Firewall Polisa:10,000

Maximum broj registrovanih krajnjih uredjaja- Endpoints: 8,000

Licenca(vaZenjelicencenamin. 3 godine)
IPS Service

1; |~Eieewall (Next mms.u. Anti-Malware Protection (AMP) — Antivirus, Ko 1
na VMware platformi. -
Ekvivalentno modelu Mobile Malware,
Fortigate VM-04sa UTM Botnet,
paketom CDR(Content Disarm and Reconstruction),
Virus Outbreak Protection and Cloud Service
Web Security — URL and web content,
Video and Secure DNS Filtering
Anti-Spam
Neogranigen broj korisnickih licenci.
100 klijenata
PodrZani OS: Windows, Mac, Linux, i0S i Android endpoints
Centralized Client Provisioning
Client Software Updates
Nabavka usluge licenciranja | Windows AD Integration
Centralne menadZment FortiTelemetry Gateway IP List
konzole kompatibilno Software Inventory
2. | sarjesenjem iz tagke 1,3. Automatic Group Assignment Kani !
((licenca na 3 godine)) Automated Endpoint Quarantine
Ekvivalentno modelu On-demand Antivirus Scan
Forticlient EMS On-demand Vulnerability Scan
Host Quarantine
Client Information (client version, OS IP/MAC address, profile assigned, user avatar)
Client Status
Reporting
Proizvodatko riedenje iz VPN client -Konkurentne sesije
3. Kom 100

stavke 1. Za VPN/ZTNA client.
Ekvivalentno modelu Forti

FIPS certifikovan VPN klijent-user

Podr¥ano: Microsoft Windows 7 (32-bit and 64-bit) Microsoft Windows 8, 8.1 (32-bit and

64-bit) Microsoft
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'SPECIFIKACUA PARTUA 1

client sa ZTNA mogucnostima

Windows 10 (32-bit and 64-bit) Microsoft Windows 11 (64-bit)

Microsoft Windows Server 2012 or later macOS 11+, 10.15, 10.14

i0S 9.0 or later

Authentication Options :RADIUS, LDAP, local database, xAuth, TACACS+, digital

Connection Options :Autoconnect VPN before Windows logon;IKE mode configuration iClient IPsec VPN tunnel
Zero Trust Agent sa MFA

Centralni Management saproizvodatkimrje$enjemizTacke 2.

Dynamic Security Fabric Connector

Vulnerability Agent and Remediation

SSL VPN with MFA

IPSEC VPN with MFA

Web Filtering

Cloud Access Security Broker (CASB)

Zero Trust Sec: Endpoint Telemetry,WebFilterCom pliance Enforcement Using Dynamic Access Control,Endpoint
Audit and Remediation with Vulnerability Scanning,Remote Logging and Reporting,IPSec VPN,SSL VPN, ZTNA
Remote Access, Windows AD SSO Agent.

EndPointProtection :Antivirus, Cloud-based Threat Detection, Sandbox integration (on-premise), Sandbox
integration (Saas/Paas), Automated Endpoint Quarantine, AntiExploit, Application Firewall,FortiClient Forensic
Analysis, Removable Media Control

Nabavka usluge licenciranja
proizvodjackog virtuelnog
rieenja kompatibilno sa
tatkama 1;2;3. za sigurnu
autentikaciju i upravljanje
nalozima.

Ekvivalentno rjeSenju
FortiAutentikator FAC-VM-
Base

Users (Local and Remote):100

FortiTokens: 200

NAS Devices: 30

User Groups:10

CA Certificates:10

User Certificates: 100

Hypervisors Supported:VMware ESXi/ ESX 4/ 5/ 6, Microsoft Hyper-V Server 2010, 2012 R2, and 2016, KVM,
Xen Microsoft Azure, AWS, Oracle OCI.

Maximum Virtual CPUs Supported:64

Virtual NICs Required (Minimum): 1

Virtual Machine Storage (Minimum ): 60 GB

Virtual Machine Memory Required (Minimum): 2 GB

High Availability Support: Active-Passive HA and Config Sync HA.

Kom
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PARTIA2

Licenca za

Programsko rjeSenje za
Backup i Replikaciju

ekvivalentno rjeenju
Veeam Backup &
Replication (Enterprise
Plus) - 2 Socket.

Podrzava | napomena
Deployment
FizickiServer Da _
Source
VMwarevSphere Da
Microsoft Hyper-V Da
Windows Da
Linux Da
AlX Da
Solaris Da
vCloud director Da
SAP HANA Da
Oracle RMAN Da
Protection
Full Backup Da
Incremental Backup Da
Incremental Forever Da
SyntheticFullBackups Da
Individual Da
Auto Protect mode Da
Tag Backup Da
Folder Backup Da
Cluster/Host Da
Exclusion of object Da
Standard Backup Da
Post/PreBackupscripts Da
ChangeBlockTracking Da
NetApp Da m:uuoqzo..b_"_".ﬂbm.xn_m:n,mo_a_n._qm
PureStorage Da
DellEMC Da
HPE Da
IBM Da SupportforSpectrumVirtualize, Storwize Family,SVCandN-Series
Infrastructure
IPNetwork Da
SANnetwork Da
Encryption Da
Compression Da PerBackuplobonly,supportfordedupappliances andifReFSisusedblockcloningonReFs.
Deduplication Da perBackuplobonly,supportfordedupappliances andifReFSisusedblockcloningonReFs
Swapexclusion Da
|/OThrottling Da perDatastoreBackupl/Ocontrol
BackupServerLoadbalancing Da
WANlinkoptimization Da Built-inWANAcceleration
Multi-Threading Da

Kom.
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PARTUIA 2

Storage

SAN Da

Local Da Internal Storage

NAS Da

Tapelibrary Da NativeSupported asBackupCopyJobs(D2D2T). LTO3orlatertapelibraries (includingVTL)and
standalone drivesare supported.

HWorSWAppliance integration Da EMCDataDomain, ExaGrid,HP StoreOnce

Restore

VirtualMachine Da

FileLevel Da Recoverfilesfrom17commonfilesystems usedbyWindows,
_._::x.mmc__Smn0m~20<m__,mo_mﬂ._mmsn_cax

Exchange itemlevel Da MSActiveDirectory, MSExchange, MS $QL,MSSharePoint, U-AIR®

sQLitemlevel Da FullitemrecoveryofMSsQlincluding point-in-time
qmmﬂcqmmﬂsn_cn___._mmmm::mmmﬁm:mmnzo:_omcmnw:um:anmu_ms transaction-
levelrecoveryofdatabases andSQLabjects(tables,stored procedures, views,etc.)

Oracleitemlevel Da FullitemlevelrecoveryofORACLE includingpoint-in-time restoresanddbs

RestoreValidation Da

Conversion

Vv Da pomotuAgenta

V2P Da pomotuAgenta

p2v Da pomotuAgenta

Liverecovery Da InstantVMRecovery

Disaster recovery/ Replication

VMreplication Da Near-continuousprotection{Near-CDP)

Backupreplication Da

Encryption Da

Off-SiteDatacenter Da

Disasterrecoveryorchestration Da 1-ClickFailoverOrchestration

Postfailovercustomization Da NetworkMappingandRe-1P

Disaster recovery/ Planed failover

PlannedFailoverandFailback _ Da

Disaster recovery/ Consistency

Replicaverification ﬂ Da

Managnemt/Automation

Multi-Tenansy support Da possibility to support mulitple tenants on the same platform using RBAC- RBAC + RBAC
based on VM tags

UserFilelevelSelf-Restore Da RestoreguestfilesandVMs

UserltemlevelSelf-Restore Da Restoremailboxitems,databases through awebUl.

Scriptingsupport Da

powerShell modules
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RESTAPIsupport Da
Managnemt/Reporting
Environment Summary Da
Single pane of glass monitoring Da Manage multiple environments from single console
Tapecartridgetracking Da
Mani mB&Z%_ﬂouzm_
Da
Monitoring Integration Da SNMP,SMTP
Managnemt/Integration
HyperVisor Da
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PARTLA 3

Licenca za

Programsko rie3enje za
MenadZment mrezei
monitoring
perfomansisistema

on premises verzija /
500uredjaja, neogranicen
broj senzora

- ekvivalentno rjeenju
ManageEngineOP
Manager (Profesionalq)

Podriava | napomena
Netwotrk perfomance monitoring 500 Device unlimited sensors

Network Performance Da
Monitoring
Layer 2 Discovery Da
Network Device Monitoring da
Agent Based Monitoring Da
Network Availability Monitoring Da
Network Uptime Monitoring Da
Packet Loss Monitoring Da
Network Activity Monitoring Da
Network Interface Monitoring Da
Network Testing Tools Da
Network Assessment Tools Da
VLAN Monitoring Da
LAN Management Da
Hardware Monitor Da
Disk Space Monitor Da
Hard Drive Monitor Da
Vmware Monitoring Da
Hyper-V Monitoring Da
IT Workflow Automation Da
Active Directory Monitoring Da
Exchange Server Monitoring Da
MS SQL Monitoring Da
CPU Monitor Da
Uptime Monitoring Da
CPU Usage Monitor Da
CPU Temperature Monitor Da
CPU Memory Disk Monitor Da
Memory Monitoring Da
Router Monitoring Da
Switch Monitoring Da
Switch Management Software Da
Ethernet Monitoring Da
URL Monitoring Da 5 URLs
LAN Monitoring Da
IP SLA Monitor Da 2 dev switch
WAN Monitoring Da
WAN RTT Monitoring Da
VolP Monitor Da
Network Latency Monitoring Da
System Performance Monitoring Da
Load balancer Monitoring Da
VPN Monitor Da

Kom.
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PARTIA 3

WMI monitoring Da
Windows Process Monitor Da
Wireless Network Monitor Da
WiFi Monitoring Da
Wi-Fi Analyzer Da
WLC Monitoring Da
UPS monitoring Da
Printer Monitoring Da
Network Printer Management Da
HP Network Printer Monitoring Da
Software

Canon Printer Monitoring Da
Software

Network Device Discovery Da
Cisco Monitoring Da
Cisco Meraki Monitoring Da
Cisco ACI monitoring Da
Cisco UCS Monitoring Da
Cisco Port Monitor Da
Cisco Switch Monitoring Da
|BM monitoring Da
Syslog Monitoring Da
IPMI Monitoring Da
SNMP Monitoring Software Da
SNMP Trap Monitoring Da
Switch Port Monitoring Da 50 Switch port
Fortigate Performance Da
Monitoring

Rebranding Da
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PARTUA 4

Programsko rje3enje za
kontrolu pristupa internim
resursima sa snimanjem
aktivnosti /sesija u toku
pristupa za 30
instancifagenata sa
Integracijom Terminal/Hop
i aplikativnogservera.

Ekvivalentno rjesenju

Ekran system enterprise
edition

PodrZava | napomena
Funkcionalnosti i sigurnost

AES 256 encryption da

Floating endpoint licenses da

Protected mode da

Password hiding during monitoring da
IAudit trail for system users da
VDI golden images da
Non-persistent VDI monitoring support da
ISIEM Integration da

Detection of disconnected Clients da

Support of Hardware Security Module (HSM) da

Implementacija i odZavanje

lOn-premises deployment da

Remote installation/uninstallation/updating da

Updating endpoint Clients from the Application Server da

MS SQL and PostgreSQL database support da

Database cleanup da

High availability and disaster recovery da

Multi-tenant mode da

System health monitoring da

Database archiving da

Load balancer support da

Osnovna funkcionalnost

ntegration with Active Directory da

[Access to the Management Tool using Smart Cards da

Offline mode support for Clients da

Product customization da

Registering logs to the Windows Event log da

Monitoring aktivnosti na szstemu

Session recording in video format da

Live session viewing da

M ulti-monitor recording da

\Web pages and applications da

Clipboard (copy and paste) da

Keystroke logging da
Keyword-triggered monitoring da

USB device monitoring da

Linux console commands and parameters da

IThe Master Panel da

Monitoring only during specified time periods (work hours) da
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File monitoring da

iAudio recording da

SWIFT username monitoring da
Monitoring of Linux sessions that use X Window System da

Protocol

Monitaring of Linux sessions that use X Forwarding da

Monitoring filteri

Application filtering da

User filtering da

IP address filtering da

Moguéi odgovori na incidente

Proactive real-time alerts and notifications da
Out-of-the-box alert templates da

Blocking restricted USB devices da

Blocking users da

[User behavior analytics & anomaly detection (UEBA) da

Upravljenje Lozinkama

Password management to access Windows servers da

ISecrets management to access Linux/Unix servers da

passwords and SSH keys)

Password management to access MS sQL da

Password management to access web applications da

RDP/PuTTY support da

Role-based access control da

Remote password rotation (Active Directory, MS SQL, da

Windows accounts, and SSH Keys)

Application Credentials Broker da

Upravljanje pristupom sistemu

Wmno:ﬁ_mQ user authentication to identify users of shared da

nd built-in accounts

M ulti-factor authentication da

Time-based restrictions for user access da

Approval Workflow

Request access ida

Require comment da

Request access to plugged-in USB devices or mobile devices da
One-time passwords (OTP) da

Ticketing system integration da

Napredno prikuplajnje logova iizvjeétavanje/reporting

Multi-parameter search in the monitoring results da
Search by metadata da
earch inside Linux session output da
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Responsive and actionable dashboards da

Scheduled and ad-hoc reports da

orensic session export and validation da
cas 24

2.

Instalacija i pode3avanje
proizvoda iz tacke 1.

Kompletna Instalacija, podedavanje i testiranje sistema.
Napomena: Instalacija,

pode$avanije i testiranje sistema vréi se u prostorijama kupca radnim da

nima u vremenskom okviru od 07h do 15h
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AplikativnorjeSenje za
virtuelizaciju
Windows/Linux OS naMAC
raunarimasa
M1lprocesorom
(ARMarhitektura).

Trajna licenca za Parallel desktopver. 18 Buisness Edition

Kom.

Licencaza Microsoft
Windows Server 2019RDS

Natin licenciranja: Korisncki/User CAL

Kom

50

Licenca za upgrade
Microsoft Exchange
servera 2013

Natin licenciranja: Serverski CAL

Narutilac posjeduje licence za Windows server 0s

Kom

Licenca za upgrade
Microsoft Exchange
servera 2013

Nadin licenciranja: Korisnéki/User CAL

Naruéilac posjeduje licence za Windows server 0s

Kom

150
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