[bookmark: _GoBack]
TECHNICAL SPECIFICATION
1. PURPOSE AND SUBJECT OF PROCUREMENT
The subject of this procurement is the provision of expert and technical support to the Contracting Authority in defining the system architecture and operating model of a single central information system for operator switching and number portability in Montenegro, as well as in the preparation of the tender documentation and the provision of support throughout the public procurement procedure for its implementation and administration.
The Bidder shall carry out all activities specified in Section 2 “KEY CHARACTERISTICS OF THE PROCUREMENT SUBJECT” of this document and deliver the documentation and other contractual deliverables as specified in Section 3 “KEY DOCUMENTS AND BIDDER’S OBLIGATIONS” of this document.
2. KEY REQUIREMENTS

1. 
2. 
2.1. Analysis of the Current State of Play
The Bidder shall:
· conduct an analysis of the applicable legislative and regulatory framework governing operator switching and number portability, including an assessment of its alignment with the relevant European Union legislation, recommendations and best practices;
· conduct a detailed analysis of the existing central information systems/platforms for number portability (Central Database of Ported Numbers – CBPPB) and operator switching (Information System for Operator Switching – ISPO), including software and hardware components, server and network configurations, monitoring systems/platforms, as well as related registries and electronic services;
· in direct communication with electronic communications operators in Montenegro, conduct a detailed analysis of their existing information and technical systems relevant to the provision of number portability and operator switching services, including, but not limited to: local databases of ported numbers (LBPPB), customer relationship management systems/platforms, service activation and service management systems/platforms, billing and charging systems/platforms, OSS network systems/platforms, core network systems/platforms and other related systems/platforms;
· conduct a comprehensive analysis of all existing technical and administrative processes related to operator switching and/or number portability (fixed telephony and mobile telephony – prepaid and postpaid), including, but not limited to, request submission and processing, service and number activation, suspension and deactivation, as well as call routing;
· identify any technical, operational and regulatory deficiencies, risks and limitations of the existing systems and processes;
· submit to the Contracting Authority a report on the findings of the analysis, including: an overview of the current state, a description of the systems, platforms and processes analysed, the identified technical, operational and regulatory deficiencies, risks and constraints, as well as recommendations for improving the existing framework and implementing a unified central information system for operator switching and number portability.
2.2. Target Model Proposal
The Bidder shall prepare and submit to the Contracting Authority a proposed target model for a unified central system for operator switching and number portability, including the operational, technical and commercial framework for its implementation and administration.
The proposed target model shall represent the conceptual and organisational framework for the establishment of the system and shall include, at a minimum, the elements specified in Sections 2.2.1 to 2.2.5 of this Technical Specification.
The proposed target model shall be subject to consultations with the Contracting Authority and the operators using the system and shall form the basis for the preparation of the detailed technical and functional specification referred to in Section 2.5 of this Technical Specification. It shall not replace the requirement to prepare that specification.
2.2.1. Functional requirements 
The Bidder shall develop a proposal for the functional requirements of the system, which shall be:
· compliant with the applicable legal framework of Montenegro, including the Law on Electronic Communications (Official Gazette of Montenegro, No. 100/24; hereinafter: the Law), legislation governing electronic identification and electronic signatures, as well as data protection legislation;
· aligned with the relevant European Union legislation and based on best practices implemented in the EU Member States;
· designed to support process digitalisation, reduce service delivery time and improve the user experience;
· designed to ensure a high degree of automation of request verification, validation and approval processes, while minimising the need for manual intervention by operators and the system administrator;
· designed so that, once the end-user has submitted a request for operator switching and/or number portability, no further contact with the current operator is required.
The system shall support:
· multiple request submission channels (e.g. online, via SMS, at retail outlets, etc.);
· modern and traditional methods for user identification and request validation;
· comprehensive and detailed reporting on all aspects of the system's operation, including the generation of standard and customised reports.
2.2.2. System Architecture
The Bidder shall develop a proposal for the optimal system architecture, which shall be:
· based on a single information system/platform that integrates operator switching and number portability processes, enabling operators to submit, process and monitor all requests through a single user interface;
· deployed on infrastructure physically located within the territory of Montenegro;
· modular and scalable;
· based on open standards and open interfaces (APIs);
· suitable for deployment in a cloud environment;
· designed to ensure a high level of data security, availability, service quality and business continuity;
· optimised with regard to the balance between functionality, quality and the total cost of implementation, operation and maintenance of the system.
As part of this activity, the Bidder shall define:
· detailed technical and functional requirements for the integration of the system with operators’ information systems and platforms;
· key principles governing interoperability and data exchange.
2.2.3. Detailed End-to-End Business Processes Description
The Bidder shall develop a proposal for detailed end-to-end business processes for operator switching and number portability (postpaid/prepaid, eSIM/physical SIM), applicable to both residential and business customers, including:
· a textual description of each process;
· a process flow diagram for each process;
· definition of statuses and state transitions within each process, including standardised statuses, status codes and transition rules;
· a specification of message exchange between users and the central information system, including message structures, communication protocols, triggering events and message processing rules.
2.2.4. Operational Models for System Administration and Operation
The Bidder shall prepare a proposal for one or more operational models for the administration and management of the unified central system, including:
· clearly defined roles, responsibilities and relationships between all participants in the process (the system administration service provider, operators and the Contracting Authority);
· operational processes for system administration, operation, maintenance and supervision;
· incident management and escalation procedures.
For each proposed operational model, the Bidder shall provide a solution in which the infrastructure, equipment and/or hosting environment used for service delivery are physically located within the territory of Montenegro, with all data being processed and stored exclusively in Montenegro, while ensuring an appropriate level of data security, availability, service continuity, data protection and the Contracting Authority's ability to perform regulatory oversight.
As the baseline model for the future procurement of the system, the Bidder shall consider a turnkey delivery model under which the selected solution provider is responsible for:
· system implementation;
· provision and maintenance of the required infrastructure;
· software licences and system software;
· system configuration;
· integration with operators' information systems;
· testing and data migration;
· deployment of the system into production;
· technical maintenance and support;
· operational administration of the system throughout the contractual period.
Under this model, the Contracting Authority shall not provide infrastructure, server resources, software licences, hosting services, system software or any other technical prerequisites required for the operation of the system. Instead, it shall procure a fully managed service covering the implementation, administration and maintenance of the system. At the same time, the Contracting Authority shall retain regulatory oversight of the system and the right to access reports, records, logs and any other data necessary for the exercise of its regulatory functions.
2.2.5. Commercial Framework for System Implementation and Administration Services
The Bidder shall prepare a proposal for the commercial framework for the implementation and administration of the system, including:
· the financing model and cost allocation;
· the licensing model;
· budget management;
· performance security mechanisms (e.g. bank guarantees);
· measures aimed at preventing long-term dependency on a single supplier (vendor lock-in).
The commercial framework shall include a clear overview of all costs throughout the system lifecycle, including the costs of implementation, software licences, infrastructure, hosting, maintenance, technical support, system administration, security measures, backup, disaster recovery, reporting, upgrades and all other components required for the regular and reliable operation of the system.
The proposed model shall be based on the principle that the Contracting Authority is not required to provide infrastructure, equipment, software licences, hosting resources, system software or any other technical prerequisites necessary for the operation of the system, unless explicitly specified otherwise in the tender documentation.
2.3. Financial Analysis and System Implementation Plan
The Bidder shall, based on the proposed model, prepare and submit:
· A financial analysis and cost assessment covering the procurement, implementation, maintenance and administration of the central system, as well as the costs of adapting the information systems of individual operators under different implementation and operational scenarios, including:
· an assessment of capital and operational expenditure (CAPEX and OPEX);
· an assessment of the Total Cost of Ownership (TCO) for the implementation period and four years of system operation (maintenance and administration);
· a breakdown of the above costs by year, cost category (CAPEX/OPEX) and cost-bearing entity;
· identification of the key factors affecting the cost structure and overall cost level, together with the assumptions on which the assessment is based.
· A phased implementation plan and implementation timeline, covering at least:
· the public procurement procedure;
· system implementation;
· integration with operators' information systems;
· system testing;
· migration from the existing system to the new system;
· preparation of technical documentation;
· user training;
· deployment of the system into production.
The proposed implementation plan shall be designed to minimise risks to system operation and ensure the continuity of service provision without service interruption.
2.4. Consultations and Preparation of the Final Model 
The Bidder shall:
· Conduct consultations with all relevant stakeholders regarding the proposed target model, with particular emphasis on its functionalities, technical feasibility, validation of the estimated costs and proposed implementation timeline, as well as the identification of potential risks and challenges;
· Following the completion of the consultations and consent of the Contracting Authority, prepare and submit the final target model, including the final cost assessment and implementation plan;
· Prepare and submit a proposal for any amendments to the existing Rulebook on Operator Switching and Number Portability (Official Gazette of Montenegro, No. 110/25), to the extent necessary to align the existing regulatory framework with the final target model.
2.5. Preparation of Tender Documentation
Based on the final model approved by the Contracting Authority, The Bidder shall prepare and submit a proposal for the technical tender documentation for the procurement of the implementation and administration services of the unified system for operator switching and number portability, including:
· A detailed technical and functional specification of the system, including, but not limited to:
· the logical and physical architecture of the system;
· APIs and integration layers;
· database architecture and data repositories;
· a detailed description of all functionalities to be supported by the system;
· a set of business rules and a detailed end-to-end description of all administrative statuses, roles and processes;
· security requirements, including data minimisation, encryption of data in transit and repositories, authentication, authorisation, audit trails, GDPR compliance and data protection measures;
· minimum requirements for defining and measuring service quality (SLAs), including key performance indicators such as availability, recovery time, transaction volumes and average service request fulfilment time;
· mechanisms for the automatic detection of SLA breaches based on system logs and audit records;
· requirements for business continuity and disaster recovery (BCP/DR), including backup and data recovery mechanisms;
· the definition of minimum parameters for incident classification, response times and incident resolution times;
· interoperability requirements with operators’ systems and compliance with relevant international standards;
· system testing requirements, including User Acceptance Testing (UAT) and end-to-end testing;
· system acceptance and handover criteria;
· requirements for migration from the existing systems (CBPPB and ISPO);
· support procedures and communication channels for operators during testing, integration and operational phases;
· incident and change management procedures;
· requirements for real-time reporting to the Contracting Authority on key quality indicators and other system performance parameters, including advanced search and filtering capabilities, as well as data export in standard formats (e.g. PDF, Word and Excel);
· requirements for maintaining a complete, time-stamped and tamper-proof record of all transactions and activities.

· A proposal for the remaining components of the tender documentation, including, but not limited to:
· a draft contract clearly defining the rights, obligations and responsibilities of the contracting parties;
· a draft outline of the content of implementation plan to be submitted by the future contractor;
· a proposal for financial penalties applicable in the event of non-compliance with contractual obligations and agreed service levels (SLAs);
· technical compliance requirements and acceptance criteria for bids;
· minimum requirements regarding the documentation and evidence to be submitted by prospective bidders.
The tender documentation shall provide for the possibility of system reconfiguration, parameterisation and justified modifications during both the implementation and operational phases, particularly in the event of changes to the regulatory framework or the need to enhance the system's functionality.
The Bidder shall provide that participants in the future procurement procedure are required to include, as part of their tenders, unit rates for additional professional services, at a minimum by expert profile and unit of time (man-hour and/or man-day), to be applied for services not covered by the base contract. The Bidder shall assess and propose whether it would be appropriate for the base contract to include an annual allocation of man-hours and/or man-days to cover minor system modifications, regulatory adjustments, additional reporting, system configuration and other requirements of the Contracting Authority, without additional remuneration.
2.6. Support During the Public Procurement Procedure
The Bidder shall, throughout the public procurement procedure for the implementation and administration of the unified system for operator switching and number portability, provide expert support to the Contracting Authority in relation to:
· [bookmark: _Hlk230592968]requests for clarification and questions submitted by participants in the public procurement procedure;
· the evaluation of the technical compliance of the submitted tenders;
· the preparation of expert opinions and recommendations;
· the preparation of the draft contract between the Contracting Authority and the selected bidder.
The Bidder shall provide expert support and recommendations only, while all decisions relating to the public procurement procedure shall remain the sole responsibility of the Contracting Authority and/or the competent evaluation committee, in accordance with the applicable public procurement legislation.
3. KEY DELIVERABLES AND OBLIGATIONS OF THE BIDDER
The Bidder shall prepare and deliver, at a minimum, the following documents and deliverables:
1) Report on the Analysis of the Current State, in accordance with Section 2.1;
2) Proposed Target System Model, in accordance with Section 2.2;
3) Financial Analysis and System Implementation Plan, in accordance with Section 2.3;
4) Report on the Consultations Conducted, the Final Target Model agreed with the Contracting Authority, and the Proposal for Amendments to the Rulebook on Operator Switching and Number Portability, in accordance with Section 2.4;
5) Draft Technical Documentation for the Public Procurement Procedure for the Implementation and Administration of the Unified System for Operator Switching and Number Portability, in accordance with Section 2.5;
6) Report on the Technical Compliance Evaluation of the submitted bids, together with the Expert Opinions and Recommendations prepared while providing support to the Contracting Authority during the public procurement procedure, in accordance with Section 2.6;
7) Final Report containing the Key Findings, Conclusions and Recommendations.

4. QUALITY REQUIREMENTS AND ACCEPTANCE CRITERIA
The Contracting Authority shall accept individual deliverables submitted by the Bidder provided that the following conditions are met:
· all submitted documents are complete, well-structured, clearly drafted, internally consistent and free from contradictions;
· the target model, technical specification, implementation plan and financial analysis constitute a coherent, technically and logically consistent whole;
· all requirements set out in the technical specification are clear, verifiable and suitable for direct application in the public procurement procedure;
· the technical specification does not contain discriminatory, ambiguous or contradictory requirements that could restrict competition or give rise to differing interpretations;
· the proposed target system model is technically feasible and suitable for implementation within the regulatory and operational environment of the electronic communications sector in Montenegro;
· the cost assessment and implementation plan are well-founded, realistic and based on clearly defined assumptions and verifiable market data;
· the proposed operational model for system administration and management clearly defines the roles, responsibilities and relationships among all participants;
· the tender documentation complies with the applicable public procurement legislation and enables a transparent, competitive and unambiguous procurement procedure;
· the tender documentation enables the transparent, objective and efficient evaluation of tenders and the selection of the most advantageous tender.
The Bidder shall ensure that all documents prepared are clear, internally consistent, technically verifiable and, where applicable, suitable for direct use in the public procurement procedure. The documentation shall be prepared at a level of detail that enables the direct implementation of the system and its integration with the operators' information systems, without the need for additional interpretation or subsequent definition of requirements.
The Bidder shall first submit each deliverable to the Contracting Authority in draft form. The Contracting Authority shall review the draft and provide comments, observations and proposed amendments, which the Bidder shall consider and, where appropriate, incorporate into the final version of the document.
An individual deliverable shall be deemed accepted only upon receipt of the Contracting Authority's written confirmation. The mere submission of documentation by the Bidder shall not constitute its acceptance.
The Contracting Authority reserves the right to reject any deliverable or require its revision, supplementation or amendment if it has not been prepared in accordance with the requirements of this Technical Specification or does not satisfy the prescribed acceptance criteria. The Bidder shall carry out all required revisions, supplementations and amendments without additional remuneration.
5. CONFIDENTIALITY AND DATA PROTECTION
The Bidder shall use all data, documentation and information obtained from the Contracting Authority, operators or other involved parties solely for the purpose of performing the Contract.
The Bidder shall treat all such data, documentation and information as confidential and shall not disclose them to any third party without the prior written consent of the Contracting Authority. The confidentiality obligation shall also apply to all persons engaged by the Bidder in the performance of the Contract and shall survive the expiry or termination of the Contract.
The Bidder shall implement appropriate technical and organisational measures to ensure the confidentiality, integrity and protection of all data and information accessed during the performance of the Contract, in accordance with the applicable data protection legislation.

All documentation, reports, analyses, technical specifications, models, recommendations and other deliverables prepared in the course of performing the Contract shall be the exclusive property of the Contracting Authority. The Contracting Authority shall acquire an unrestricted right to use, modify, supplement, reproduce and disclose such deliverables, in whole or in part, to third parties for the purpose of exercising its statutory responsibilities.
6. IMPARTIALITY AND ENSURING EQUAL TREATMENT OF BIDDERS
The Bidder shall prepare the technical, functional and tender documentation in an impartial manner, in accordance with the principles of transparency, equal treatment of bidders and effective competition.
The documentation shall not contain requirements or solutions that unjustifiably favour or place at an advantage any particular bidder, manufacturer, platform, technology, software solution or business model.
All requirements contained in the documentation shall be technically, functionally, security-, regulatory- or economically justified and shall not unjustifiably restrict competition.
The Bidder shall, without undue delay, notify the Contracting Authority of any actual, potential or perceived conflict of interest that could influence, or appear to influence, its impartiality, objectivity or independence in the performance of the Contract.
